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ABSTRACT

In recent years, the security implication of stale NS records, which
point to a nameserver that no longer resolves the domain, has
been unveiled. Prior research studied the stale DNS records that
point to expired domains. The popularity of DNS hosting services
brings in a new category of stale NS records, which reside in the
domain’s zone (instead of the TLD zone) for an active domain.
To the best of our knowledge, the security risk of this kind of
stale NS record has never been studied before. In our research,
we show that this new type of stale NS record can be practically
exploited, causing a stealthier hijack of domains associated with
the DNS hosting service. We also performed a large-scale analysis
on over 1M high-profile domains, 17 DNS hosting providers and
12 popular public resolver operators to confirm the prevalence of
this security risk. Our research further discovers 628 hijackable
domains (e.g., 6 government entities and 2 payment services), 14
affected DNS hosting providers (e.g., Amazon Route 53), and 10
vulnerable public resolver operators (e.g., CloudFlare). Furthermore,
we conducted an in-depth measurement analysis on them, thus
providing a better understanding of this new security risk. Also, we
explore the mitigation techniques that can be adopted by different
affected parties.
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1 INTRODUCTION

The Domain Name System (DNS) has been the cornerstone of the
Internet and its immense scalability. It provides the vital distributed
directory service which associates information with the domain
names given to various online entities and translates between do-
mains and their Internet Protocol (IP) addresses. For this purpose,
the DNS operates through a complicated hierarchical infrastructure
to delegate the management of the domains within a portion of
the namespace (called DNS zone) and their mapping of Internet
resources to a set of authoritative nameservers. Through this infras-
tructure, a client-side resolver can recursively discover and query
the nameservers in charge of different zones, from the root to the
Top Level Domain (TLD, e.g., . com), to the Second Level Domain
(SLD, e.g., example. com), and so on, until an authoritative answer
(e.g., an IP address) is provided by a server. Such an infrastruc-
ture is security-critical. If misconfigured, it could inflict damage
of devastating impact, ranging from denial of access to Internet
resources [9, 23, 24, 37, 43, 61, 65] to hijacking of domains from
their legitimate owners [52, 75]. Despite the long-standing effort
from the security community to safeguard this infrastructure, its
complexity and distributed nature continue to expose it to emerging
security threats.

Menaces of stale NS records in the SLD zone. In recent years,
researchers have identified the security implications of stale NS
records, where the nameserver that the record points to no longer
resolves the domain. For instance, prior research [52] looks into
dangling NS (Dare-NS) records, where the nameserver domains that
NS records point to are expired and the adversary could purchase
the domain to hijack this resource. Another example of domain
hijacking through stale NS records emerges with the popularity of
DNS hosting services (e.g., Amazon Route 53 [6] and GoDaddy DNS
hosting [36]). At these services, users host their DNS records in the
service provider’s nameservers. Once these records become stale, an
adversary can claim the nameserver domain and direct the traffic.
Some blog posts discussed the exploitation of this vulnerability
[12, 13]. However, the proposed attack works effectively if stale NS
records are in the TLD zone. Once a domain is hijacked, it could be
easily noticed by the domain owner because such misconfiguration
appears in the normal resolution path.
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In our research, we found that the popularity of DNS hosting
services brings in a new category of stale NS records — stale NS
records in the SLD zone: unlike Dare-NS, the nameserver pointed
to by the record still exists. Also, those stale NS records are in the
SLD zone instead of TLD zone, which makes the misconfiguration
difficult to discover. Specifically, the attacker can exploit this vul-
nerability to hijack a domain through a “hidden” resolution path.
For example, stale NS records in the SLD zone exist when importing
the domain’s zone information from one DNS hosting provider into
a new DNS server, where the nameserver provided by the hosting
provider no longer resolves the domain. After that, during the do-
main resolution, the stale NS record at the SLD zone will not be
normally used unless cached, since the nameserver received from
the TLD will directly return the A record to find out the domain’s
IP address, as long as the NS records in the TLD zone (e.g., . com)
are up-to-date (i.e., only pointing to the current nameserver). Our
research shows that the stale NS records at the SLD can actually be
practically exploited, causing a stealthy hijack of active domains.

Zombie awakening attack. More specifically, we found those
stale NS records can be reactivated within a DNS hosting service
when the adversary makes an unauthorized claim on another party’s
domain to host the DNS records. It indicates a practical scenario
for the attacker to inject a valid NS response to the resolver and
further hijack the domain. In particular, by strategically querying a
resolver for the domain’s NS records, the adversary will make the
resolver cache NS records that reside at the SLD zone as the valid
NS response. So a follow-up query for the IP address of the same
domain could trigger the stale NS record, which opens the attack
avenue by poisoning the resolver with the adversary’s A record con-
figured at the DNS hosting side. Interestingly, even in the presence
of inconsistency (that is, the absence of the stale record in the TLD
zone), the NS records in the SLD zone will be used due to higher
trust level [32]. We call the threat zombie awakening or Zaw attack,
and the vulnerable stale NS records zombie referrals or Zrefs.

In our research, we found that the Zaw threat is completely real-
istic: we successfully exploited our own domains at various leading
DNS hosting providers and the resolvers maintained by major op-
erators. Also, we demonstrated that this threat is serious, through
a large-scale analysis that discovered 628 vulnerable domains from
Alexa’s top 1M domains, including those of education institutions,
government entities, and companies. For this purpose, we designed
a semi-automated approach, called ZreFinder, to automatically dis-
cover Zrefs. ZreFinder systematically collects the NS records for
each target domain, looks for the inconsistency between the TLD
zone and the SLD zone, and identifies the stale records associated
with DNS hosting providers. For each DNS hosting provider, our
approach further determines if a domain can be claimed without
authorization at the provider to build an illicit resolution path.

Measurement and mitigation. Most importantly, by running Zre-
Finder on Alexa’s top 1M domains and a set of .edu and .gov
domains, we found that this new threat is indeed significant and im-
pactful. More specifically, we discovered 628 vulnerable domains, in-
cluding 6 government domains associated with Colombia, Malaysia,
and Saudi Arabia, and domains for 3 universities. Also flagged are
those belonging to critical public services and big companies, e.g.,
Pittsburgh airport, Croatia airlines, and the FastSpring E-commerce

platform. Also, we found that the Zrefs of such domains have been
out there for a while: 89.97% hijackable domains have Zrefs for at
least 30 days.

Furthermore, our research shows that prominent DNS hosting
services and popular public resolvers are vulnerable to the Zaw
attack. Among them are 14 leading hosting providers such as Ama-
zon Route 53, Hetzner Online GmbH, and more than 7K resolvers,
including those operated by CloudFlare, Quad9, and OpenNIC. Such
resolvers turned out to be easily poisoned: merely 6.5 queries on
average are found to be adequate to contaminate their cache with
malicious A records implanted on the hosting service side. This
enables an adversary to stealthily control the traffic to the target
domain whenever the poisoned resolvers are used, for purposes
such as phishing, malware distribution, etc.

We further discuss how to mitigate this new security risk. Our
ZreFinder can be utilized to find Zrefs so they can be removed by do-
main owners. DNSSEC can also be leveraged to defeat Zaw attacks,
although it has not been extensively deployed. On the side of the
DNS hosting provider, we present a simple verification technique
to ensure that a domain cannot be claimed without authorization
by requesting the domain owner to add a randomly-generated NS
record at the TLD level.

Contributions. The contributions of the paper are outlined as
follows:

o We discovered a new security risk, Zaw attack, in the DNS infras-
tructure. To our knowledge, this Zaw attack has never been shown
practically before in the public, which demonstrates the grave risk
posed by a stale NS record in the SLD zone, particularly with the
emergence of DNS hosting services.

e We developed a new technique for automatic discovery of the
domains with Zrefs. By scanning over 1M high-profile domains, we
identified 628 hijackable domains, affecting government agencies,
public services, large corporations, etc.

e We conducted a large-scale measurement study to understand
Zaw attack, including identifying 14 affected DNS hosting providers
and 10 vulnerable public revolver operators, and investigating the
attack complexity (e.g., the selection rate of Zref) in the real world.
e We provided suggestions for the affected parties to mitigate this
new threat.

Roadmap. The rest of the paper is organized as follows: Section 2
presents the background of the research; Section 3 describes the
Zaw attack; Section 4 elaborates on the technique for finding Zrefs
for a large-scale measurement study; Section 5 provides our mea-
surement findings; Section 6 discusses the potential mitigations;
Section 7 compares our work with prior research and Section 8
concludes the paper.

2 BACKGROUND

In this section, we provide background information about the DNS
structure and its hosting providers, along with the assumptions
made in our research.

2.1 DNS Resolution and Caching

DNS structure and resolution. As mentioned earlier, the Do-
main Name System (DNS) resolves Fully Qualified Domain Names



(FQDNSs) to their corresponding IP addresses (and vice versa) throug
a hierarchical infrastructure. At the top of the hierarchy is the root
(. ), under which are a series of Top Level Domains (TL&g,,
.com .net , and.org ). They are followed by Second Level Domains
(SLDsg.g.example.com, which their owners register with regis-
trars. More details of this hierarchy can be found in RFGg,[5§.
Throughout the paper, we refer to SLD as domain. In the DNS hier-
archy, each node includes referral information for its child nodes,

N,

ANSWER SECTION:

example.com. 46294 IN A 93.184.216.34

;;» AUTHORITY SECTION:

example.com. 43020 IN NS a.iana-servers.net.
example.com. 43020 IN NS b.iana-servers.net.

;» ADDITIONAL SECTION:
a.iana-servers.net. 118512 IN A
b.iana-servers.net. 35275 IN A

199.43.135.53
199.43.133.53

which is essential to the recursive DNS resolution process. In other
words, the root zone contains SRR set (called RRSet), with each
RR pointing to a nameserver in charge of its children zone at the
TLD level. Similarly, TLDs have the NS RRSets that point to SLDs.

The DNS resolution is usually done recursively by a DNS resolver.
For example, when a client sends a DNS query to retrieve the IP
address of an FQDMWww.example.conif the cache of the resolver
carries no information about the requested domain, the resolver
rst forwards the query to the root server to trigger the recursive
process. The root server then redirects the resolver to tbem
TLD server, which further refers the resolver to the authoritative
nameserver oiexample.conto get the IP address as a response,
then the resolver sends the response back to the client. To optimize
this process, resolvers can choose to cache any received DNS record
for future resolutions.

DNS response Resolution information is organized into Resource
Records (RRs) with the following formatame, Time-to-Live (TTL),
class, typeand data as illustrated in Figure 1. Thename, type,
classsserves as the key when searching for a record. Hasme
states the name of the recortyjpe speci es the record type, such
asA, NS andCNAMBNndclassde nes the protocole.g.|N for the
Internet protocol in Figure 1. Also, each record has a TTL (time-to-
live) eld that determines the lifespan (in seconds) of the record
when cached by a resolver. Note that resolvers may not adhere to
the TTL and may, instead, set its minimum and maximum limit for
arecord [42].

A DNS response includes a series of RRs in three main sections:
answey authority, andadditional Figure 1 shows a snippet of a
DNS response to aArecord query forexample.comThe answer
section contains the RR that answers the quérny, the domain's
IP address. The authority section holds a set of the authoritative
nameservers for the domain. The additional section carries other
RRs related to the query, the IPs of these authoritative nameservers
in the example. It is common for a domain to have more than one
authoritative nameservers. For example, in Figure 1, the domain
example.comhas two nameserverdd,b].iana-servers.net ).
During the resolution process, the resolver usually randomly picks
one to balance the workload over the nameservers, or chooses the
one statistically based on short&ound-Trip Tim¢RTT) [80].

DNS caching. Resolvers often cache resolution results to improve
performance. For each query, the resolver rst checks its cache and
directly replies to the client if the corresponding RR is found (a cache
hit). A security risk of the caching is DNS poisonin§,[44, 45 72:

the attacker may inject a malicious DNS response to the cache to
direct victims to a server under his control. For this purpose, the
attacker needs to win the race against a legitimate response from
the domain's nameservers. The attack becomes increasingly hard
due to the protection in place for today's resolvers.

Figure 1: The structure of the DNS response to an Arecord
query for example.conshowing the three main sections.

More speci cally, such protection falls into three categories:
(1) challenge-response.g. Source Port Randomizatior2f) ; (2)
cryptographic defenseg(g. DNSSECT7]); and (3) caching rules,
including Bailiwick rule[ 72, and Credibility rule[33. The bailiwick
rule protects the cache by ignoring out-of-bailiwick records in
the authoritative or additional sections of a DNS response. For
example, if a response teomreturned a mapping oforg in the
additional or authority sections, this record will not be cached. The
credibility rule determines when to overwrite existing records in
the cache. Each DNS record is assigned a trust level, or ranking. The

gesolver overwrites an existing record if it receives a new one with

a higher/equal trust level. The trust level is based on two criteria: (1)
whether the response is received from an authoritative nameserver
or not; and (2) in which section of the response the record is placed.
For instance, a DNS response, which is an authoritative answer
in the authority section from an authoritative nameserveg.(.,
iana-servers.net ), will have a higher trust level than a response
from non-authoritative nameserver®(g..net zone le).

Some new attacks can be used to circumvent the protection.
However, they are all based upon strong assumptions and have
di culty succeeding in practice. For example, prior researctd
shows that an attacker can abuse caching rules to place a poisonous
record in a resolver's cache, requiring the attacker to craft a DNS
response to bypass the challenge-response protection. As another
example, the study42 found that the attacker can revive a revoked
domain by extending its TTL value, when the domain's nameserver
is assumed to be under his control, without providing a practical
scenario in which the assumption is possible. By comparison, we do
not make these assumptions in our research, and our attack works in
practice whenever a Zref is found (Section 4). Also, the deployment
of DNSSECT7 may mitigate the risk due to the authorization
between parent/child zones. However, the protection still has not
been widely used [16, 73, 74, 79].

2.2 DNS Hosting

Operations of DNS hosting services . A DNS hosting provider is

a service that provides authoritative nameservers to help its cus-
tomers manage the DNS records of their domains. To use such a
service, one rst creates an account with the provider and adds
a domain under her account. Then, the provider assigns a set of
nameservers to manage the domain and respond to its DNS queries.
This is achieved in various ways across di erent hosting services.
For instance, DigitalOcear2f] o ers a xed set of nameservers
(i.e.,ns[1,2,3].digitalocean.com ) to all of its customers, while
CloudFlare 18 and GoDaddy DNS hosting3f randomly select

two or more nameserverg(g.[hank, val].ns.cloudflare.com;
[ns51,52].domaincontrol.com) from their nameserver pools for



(a) DNS con guration and resolution for a vulnerable domain

(b) DNS con guration and resolution for a hijacked domain

Figure 2: Overview of the threat model. (a) shows the case of vulnerable domain ( i.e.,example.con. (b) shows the case of the
domain being hijacked (Bold represents the stale NSrecords. For simplicity, here we ignore queries to the root DNS servers.)

each user. In our study, we observe that all DNS hosting providers
(Table 1) validate the absence of an active zone for a domain in
their services before hosting it, except for the Amazon Route@3 [
which allows the same domain to be hosted under di erent ac-
counts and assigns di erent nameservers to manage it for these
accounts. Similar protection measures are taken by most providers
to prevent subdomain hijacking.

Security risks . Once a customer stops using the hosting service,
the provider's nameservers stop responding to the queries for her
domaint and return theREFUSEatus code instead. If the cus-
tomer does not clear up hexSrecords (in the TLD zone or the
new SLD zone) that point to these deactivated hosting nameservers,
then these records become stale and pose security ri$Rs1[3.

In particular, we found that most providers do not validate their
customers' ownership of the domains they claim under their ac-
counts, possibly due to the belief that to have the domains fully
resolved, theNSrecords have to be properly updated at the TLD
level (.e.,at the registrar) and therefore are under the full control
of authorized parties. Even when the TLD zone contains the stale
RRs, the miscon guration is conspicuous, since failure in resolving
is likely to happen and be noticed by the domain owner. Our study,
however, shows that it is possible to trigger an unexpected resolu-
tion path through the staleNSrecord at the SLD zone, even when
the record is not present in the TLD zone. This opens a new and
stealthy avenue to exploit the stale record for hijacking a domain.

3 ZOMBIE AWAKENING ATTACK

Threat model . We present the Zaw attack, assuming the presence
of at least one stal&lSrecord in a target domain's SLD zone that
points to a DNS hosting service that is not verifying the ownership
of the domain being claimed. This enables an adversary to stealthily

1CloudFlare is an exception and continues to resolve the domain until the referral
records are changed.

hijack a domain with ongoing service, by exploiting both the name-
server at the hosting service and the targeted resolvers, to divert
the tra c the domain receives. Later we show that these assump-
tions arerealistic(Sections 4.3 and 5.2): our analysis of over 1M
high-pro le domains has brought to light 628 hijackabfedomains
with Zrefs that enables such a Zaw attack.

Stale NSrecord at SLD zone. As mentioned earlier, the Zaw at-
tack aims at the stal&lSrecord at the SLD zone. The presence of
such a record is less noticeable since it does not normally a ect the
resolution of a domain in the absence of the attack. As an example,
Figure 2a shows a client that attempts to connect to a vulnerable do-
main example.comin this case, thé&Srecord at both the TLD and
SLD zones points tas.example.com A domain typically has mul-
tiple NSrecords, and ideally, itBlISRRSets are identical at the TLD
and the SLD zones. The SLD zone further containg\itecord that
points to the IP address set by the domain's owner. In reality, the
domain's zone may include a staldSecord pointing at a DNS host-
ing providerns.provider.com that no longer manages the domain.
The existence of such a record could be caused by the importation of
the SLD zone information from the providen§.provider.com ) to

the new DNS servems.example.con) when moving the domain's
management out of the provider. Oftentimes, the RRs that do not
a ect the normal resolution of the domain are left there without
being cleaned up.

More speci cally, when the stal&Srecord remains in the TLD
zone, it can be used to locate the authoritative nameserver of the
domain (which will fail) and, therefore, could make the domain
temporarily unavailable. However, if it just appears in the SLD zone,
it becomes almost unnoticeable. Figure 2a illustrates the resolution
process in the presence of the stale record. As mentioned earlier
(Section 2.1), when a resolver receives a request to map the domain
example.conto its IP address () and cannot nd the answer from

2Through out this paper we use the terms hijackable, vulnerable, and exploitable
interchangeably.



its cache, it forwards the query to the TLD's DNS server), which

in turns responds with the domain'slSecords at the TLD (pointing

to ns.example.com) (). This response () could be cached by
the resolver, which continues to query the returned nameserver at
the SLD zone () to get the domain'drecord {.e.,IPcorec)( )-
This response is then sent back to the client Y and cached by
the resolver until its TTL expires (). As we can see here, during
this process, the staldSrecord at the SLD zone is not us&dnd
therefore, its presence is almost oblivious.

Attack . Such a hidden stale record, however, can still be exploited
by an adversary to build and later trigger a resolution path that
leads to domain hijacking. Figure 2b illustrates how this zombie
awakening attack works: the adversary rst claims the vulnerable
domain at the DNS hosting provider and then poisons the cache of
the targeted resolver with the A record through the staNSrecord.

Speci cally, the adversary sets an account at the hosting provider
directed by the stalé&Srecord of the domairexample.com( ) to
claim the domain and set its RRs {) at the same nameserver on
the stale recordi(e.,ns.provider.com ) (see Section 2.2). Here, the
adversary creates aArecord for the domain that points to an IP
address under his control.é.,IPattacker)-

To hijack the domain, the adversary activates the stale resolution
path throughns.provider.com to attack theArecord by poison-
ing a target resolver. For this purpose, he strategically queries the
resolver for theNSrecords of the domain (). If no authoritative
answer is found in the resolver's cache, the resolver sends the
request to the TLD's nameserver () and receives &SRR with
ns.example.com( ). This nameserver is further contacted fdS
RRs in the SLD zone (), which results in all such records, includ-
ing the one withns.example.comand the stale record pointing
to ns.provider.com to be cached at the resolver side §. Note
that in this case, theNSRR from the TLD zone is replaced by the
RRs (including the stale one) from the domain zone)(as the
authoritative response from the SLD zone has a higher trust level
than a referral from the TLD zone.

After that, the adversary can query the resolver for the domain's
Arecord (). Given that bothNSrecords are cached, if chosen
randomly, the stale record has a 50% of chance to be used to nd
the Arecord (). When this happens, the entire attack resolution
path is activatedns.provider.com returns the attackA record
(), which is cached by the resolver until its TTL expires J.
The adversary can ensure the success of such contamination by
repeatedly querying the resolver until he receives\lRcker- Later,
when the resolver is contacted to resolve the domain)(by a
legitimate client, IRyacker IS given as the response, and the tra c
of the follow-up visit is then directed to the attacker's IP address
()

In our research, we implemented this attack on our domains to
check 17 hosting providere(g., AWS Route 88d GoDaddy DNS
hosting and 12 resolver operators.@., CloudFla@ndQuad9. The
results show a high success rate (Sections 4.3), con rming that the
threat is indeed realistic and serious. We further demonstrate that
vulnerable domains with the exploitable staMSrecords widely
exist using ZreFinder (Section 4).

3An exception is that the nameserver could be con gured to also send the SERRs
to the resolver.

Figure 3: Work ow of ZreFinder to identify hijackable do-
mains, where PVDs represents the potential vulnerable do-
mains.

4 UNDERSTANDING ZAW RISKS

In this section, we rst present ZreFinder, a semi-automatic method-
ology for nding Zrefs, and how to utilize it for a large-scale dis-
covery of domains vulnerable to the Zaw attack. We also describe
a study to analyze whether open DNS resolvers can be used to
awaken zombie resolution paths for domain hijacking.

Figure 3 illustrates the work ow of ZreFinder: it rst runs an
automated mechanism to scan public domains and identify those
containing staleNSrecords at the domain level (), calledpoten-
tially vulnerable domainsr PVDsthen, from the nameserver in
those records, our approach determines those associated with DNS
hosting services. Furthermore, we manually analyze these services
to nd out whether they allow a zombie resolution path to be built
and whether some hidden policies on handling public domains are
in place to prevent the PVDs from being exploited §. The outputs
of the analysis are a list of vulnerable domains and their stste
records, which are considered Zrefs.

In our study, we collected Alexa's top-1M] domains, together
with around 20K education and government domains collected from
Farsight's DNSDB33, Table 2. From these domains, ZreFinder
reported 4,914 PVDs with unresponsi#Srecords in their SLD
zones (Section 4.1). Furthermore, our approach discovered 12 vul-
nerable providers that allow one to make unauthorized claims on
their related PVDs among 17 popular DNS hosting providers. As a
result, 628 domains were con rmed to be hijackable (Section 4.2).
Finally, we present our study on resolvers which included: the 46
most popular resolversqg, 11K open resolvers2g, and an or-
ganizational resolver, show that the vast majority of them can be
easily manipulated to trigger the domain hijacking attack.

4.1 PVD and Provider Discovery

Methodology . To identify PVDs, we built a scanner to automati-
cally inspect a large number of domains. Given a domzen our
approach rst locates all itd\Srecords in the SLD zone (but not
in the TLD zone) and then evaluates whether the nameservers
they point to still resolve3=s DNS query requests. Algorithm 1
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