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ABSTRACT

App-in-app is a new and trending mobile computing paradigm in
which native app-like software modules, called sub-apps, are hosted
by popular mobile apps such as Wechat, Alipay, Baidu, TikTok
and Chrome, to enrich the host app’s functionalities and to form
an “all-in-one app" ecosystem. Sub-apps access system resources
through the host, and their functionalities come close to regular
mobile apps (taking photos, recording voices, banking, shopping,
etc.). Less clear, however, is whether the host app, typically a third-
party app, is capable of securely managing sub-apps and their access
to system resources. In this paper, we report the first systematic
study on the resource management in app-in-app systems. Our
study reveals high-impact security flaws, which allow the adversary
to stealthily escalate privilege (e.g., accessing the camera, photo
gallery, microphone, etc.) or acquire sensitive data (e.g., location,
passwords of Amazon, Google, etc.). To understand the impacts
of those flaws, we developed an analysis tool that automatically
assesses 11 popular app-in-app platforms on both Android and iOS.
Our results brought to light the prevalence of the security flaws.
We further discuss the lessons learned and propose mitigation
strategies.

1 INTRODUCTION

A new mobile-computing paradigm, dubbed app-in-app, is gain-
ing popularity in the past years. Under this paradigm, a mobile
app, called host app or host, operates a set of sub-apps as its in-app
components. These sub-apps give users native app like experience
and enriched functionalities (e-commerce, banking, health, travel
management, food ordering, etc.), thereby increasing their “stick-
ness” to the host: one does not need to leave the app if it does
everything [93]. They are installed by the users from the host’s
sub-app store, just like Google Play and Apple app store, which
fosters an ecosystem around the host app. As a prominent example,
it is reported that Wechat, the 5th most-used app in the world [27],
has one million sub-apps in its sub-app store and 200 million daily
sub-app users [5, 6]. In the meantime, sub-app vendors also benefit
from the host’s large customer base. For example, YuXiaoge, an
e-commerce retailer is known to make more than 1.5 million USD
of monthly sales through its sub-app [28] in Wechat, which allows
it to access Wechat’s one billion users worldwide [25]. Another
example is Pinduoduo, a group-buying platform that has acquired
300 million users in three years from its wildly successful Wechat
sub-app [25, 29]. Nowadays, this app-in-app paradigm has been
supported by many popular apps such as Wechat, Alipay, TikTok,
Baidu, Chrome, Firefox, etc., with other major app vendors also
actively participating in these hosts’ ecosystems.
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New security risks in the app-in-app paradigm. An app-in-
app system is under the control of the host app, which allocates
resources to sub-apps, including system resources it acquires from
the OS. For this purpose, the host app acts like the OS, e.g., provid-
ing its own APIs (a.k.a., sub-app API) to its sub-apps for resources
access. Also like the OS, the host app mediates sub-apps’ access to
security-critical resources (e.g., GPS location, microphone, camera,
Bluetooth, photos, etc.) with its own permission-based access con-
trol mechanism. Further, a sub-app’s interactions with the user go
through the host’s user interface (UI): usually the host creates a
dedicated (fullscreen) window for each sub-app. Even the lifecycle
of the sub-app is controlled by the host, which decides when it
should be closed if resources are in high demand.

What comes with the app-in-app systems are new security risks
inherent to the paradigm. Prior research on mobile permission
re-delegation attacks [56] (a.k.a., confused deputy) shows that a
privileged app (deputy) may leak OS resources to malicious apps
with the exposure of its internal functions (through unprotected
public interface) either unintentionally or deliberately (when the
deputy opts to not implement protection since it will not bear the
consequences of the attacks). For an app-in-app system, however,
the host is designed to mediate sub-apps’ access to sensitive system
resources (e.g., location, microphone, camera, photos, etc.) and
avoid the re-delegation risks. However, it is never clear whether a
third-party app — the host - is capable of properly managing the
OS resources. Indeed, this can be very difficult, since the host does
not have full information about resource management at the OS
level: for example, the full list of permissions required for resource
access has never been made public by mobile OS vendors, and is
very hard to obtain [35, 46].

Besides resources accessed through system APIs, user interface
(UI) also needs protection, whose improper management opens
avenues to phishing attacks [38, 49]. State-of-the-art defense against
mobile phishing [49, 58, 96] relies on identifying the foreground
app: if the user knows exactly which app she is interacting with, she
would not expose secrets to the unintended one. Such protection,
however, does not work under the app-in-app Ul model: since a
sub-app is rendered in the host’s window, a malicious sub-app can
be hard to differentiate from the host and other sub-apps providing
security-critical services (e.g., e-commerce, banking, health, etc.).
With the importance of those potential security risks, little has been
done so far to understand whether the app-in-app paradigm has
been adequately protected.

Our study. In this paper, we report the first systematic security
analysis on app-in-app systems across Android and iOS. Our re-
search brought to light the fundamental conflicts between the rich,
native app-like functionalities expected from the sub-app, and the
fundamental lack of capabilities for a third-party app — the host —



to securely mediate access to system resources it acquired. More
seriously, we found that the functionality- and user-oriented app-
in-app ecosystems actually undermine the security protection of
modern mobile OSes, by introducing new risks to their otherwise
secure permission-based resource control.

In particular, the hosts generally fail to provide sound security
policies and effective control to protect sensitive system resources
from unauthorized sub-apps. For example, Wi-Fi scan is guarded
by a dangerous permission (i.e., location) on Android and an enti-
tlement on i0S, because this capability can leak user location [37].
However, Wechat discloses it to sub-apps (on both OSes) without
proper authorization - a serious violation of permission protection
on user location. Similar problems are also discovered on other
resources managed by popular host apps, which allow the adver-
sary, through an unauthorized sub-app, to stealthily gain access to
microphone, location, camera, etc., in the absence of a user consent.
Fundamentally, the problem comes from a knowledge gap: the host
developer fundamentally lacks the OS level knowledge, and there-
fore is not in position to design sound sub-app level permission
policies that comply with the OS level resource protection. Bridg-
ing this knowledge gap presents new challenges to the design of
app-in-app systems, such as misleading developer documentations
and conflicting OS-level security policies between Android and iOS,
which have not been systematically studied before (Section 3.1).

Also our research shows that an app-in-app system undermines
the protection enforced by a mobile OS by rendering the state-of-
the-art Ul deception defense ineffective (Section 3.2). We present
an attack vector that is inherent in the app-in-app Ul model, which
introduces realistic security hazards during app-user interactions.
Exploiting the weakness, a malicious sub-app, leveraging its UI
embedded in its host’s window, can strategically impersonate the
host to get sensitive information from the user, such as account
passwords. Our research shows that leading host apps such as Safari
(on i0S), Chrome (on Android), Wechat and Alipay (on both OSes)
are all vulnerable, allowing a malicious sub-app to steal the user’s
passwords for Amazon, Google, various mobile wallets, etc.

Further, as mainstream app vendors participate in app-in-app
paradigm by releasing sub-apps that are functionality-equivalent
to their regular mobile apps [29] (e.g., e-commerce, banking, travel,
health, etc.), their (sub-)apps can no longer benefit from the protec-
tion offered by modern mobile OSes — which have been hardened
after years of open security research. Safeguarding sub-apps to-
day mostly relies on individual host vendors, who however fail to
demonstrate that they are up to this challenge: our study shows
that even leading host apps with more than 100 million downloads
on Google Play and Apple App Store (e.g., Wechat, Alipay, Tiktok)
expose new attack surfaces and exploitable weaknesses through
their app-in-app supports (Section 3).

Impacts. To understand the scope and magnitude of the newly
discovered security risks (called app-in-app flaws or APINA flaws
for short), we analyzed 11 most popular commodity app-in-app plat-
forms on both iOS and Android, including Wechat, Alipay, TikTok,
JinRiTouTiao, Chrome, Safari, etc. To enable systematic measure-
ment and analysis of these flaws on a large scale, we developed a
scanner called Apinat (short for App-in-app Threat Scanner), to

report whether a host app contains APINA flaws, leveraging a com-
bination of test case generation, dynamic analysis and lightweight
computer vision techniques.

Running Apinat on the popular platforms, we found significant
and broad impacts of APINA flaws (Section 4.3): every single app-
in-app system we studied is vulnerable and exploitable with serious
consequences (Table 4). More specifically, APINA flaws allow the
adversary (i.e., either a malicious sub-app or native app) to stealthily
acquire critical system capabilities (e.g., accessing camera, micro-
phone, connecting to arbitrary Wi-Fi access point, connecting the
phone to arbitrary Bluetooth device, etc.) without the user consent,
and steal users’ private data (e.g., location, account credentials of
Amazon and top banks, credit cards, mailing address, travel logs,
health statistics). We reported our findings to all affected vendors,
who acknowledged that what we found are real and significant.
Google, Wechat and Alipay all awarded us through their bug bounty
programs. The demos of our attacks are available [12].

Contributions. The contributions are outlined as follows:

e We conducted the first systematic security analysis on the app-
in-app paradigm and discovered a series of unexpected, security-
critical flaws. Our findings bring in new insights into the funda-
mental security limitations and challenges in designing this new
computing platform and ecosystem, and are invaluable to the en-
hancement of its security protection. Also, we believe that our
findings are just a tip of the iceberg, and will inspire the follow-up
research on this direction.

o We developed new techniques to detect APINA flaws and mea-
sure their pervasiveness and impacts in 11 real-world app-in-app
systems. We demonstrate that the APINA flaws are indeed preva-
lent, across both Android and iOS, with severe security and privacy
implications. We release the source code of our tool [12].

o We discuss mitigation strategies and the lessons learned for build-
ing a more secure app-in-app system.

2 MOBILE APP-IN-APP SYSTEMS

A unique feature of app-in-app paradigm is its sophisticated sub-
apps, which are designed to provide native-app experience [5]. As an
instance, Wechat has provided “mini-programs” since 2017, which
are essentially sub-apps hosted inside the Wechat app. Another
example of the app-in-app paradigm in our study is the mobile
browser supporting standalone Web App, since Web App is designed
to act like regular, native app: a Web App is launched from the home
screen, and takes a dedicated entire window (separated from the
browser window) just like a standalone, native app - as advocated
by Google and Apple [44, 78]. Using Web App, such as Pinterest, is
not like interacting with a webpage [4], but more like launching
the regular Pinterest mobile app, except that its whole window is
created by the browser, which is transparent to the users.

Table 1 shows 11 popular app-in-app ecosystems we studied:
besides Wechat, other host apps are also remarkably popular, e.g.,
Alipay has one billion monthly active users and 120,000 sub-apps [9].
Also, high-profile retailers, app and service providers (e.g., Amazon,
Microsoft, Airbnb, Samsung, HSBC, JD.com, Starbucks, McDon-
ald’s) actively contribute to the trending app-in-app paradigm by
releasing sub-apps to these hosts.



Table 1: Popular host apps and the amount of sub-apps avail-
able in the host apps.

. K . Number of | Number of
Host App Functionality (of the host itself, except sub-apps) Sub-App | Downloads
Instant Messaging, Social Networking,
WeChat Social Media, VoIP. Mobile Wallet M+ 200M+
Mobile Wallet, Finance/Investment Management,
Alipay Shopping, News, Social Networking, 120,000+ 1B+
Utility Bill Management, Travel
Chrome Web Browser N/Ay 1B+
Safari Web Browser N/Ay N/Ay
. Video Sharing, Instant Messaging,
TikTok Personal Bglog, Game Centgr o NiAy 500M+
JinRiTouTiao News Feeding, live streaming N/Ay 1M+
Instant Messaging, Video/Audio Chatting,
QQ File Transfer, Personal Blog, N/Ay 10M+
Game Center, Mobile payment
Firefox Web Browser N/Ay 100M+
Opera Web Browser N/Ay 100M +
. Search engine, News, Short Videos,
Baidu Voice Rgecognition, Readings NiAy 230M+
DingTalk Address quk, Mobile O ce Tool Box, 20,000 500K+
Video Conference
Total - 1M+ 2.6B+

y: Lack public information.

2.1 Architecture

Figure 1: A typical app-in-app architecture

dispatcher object is then speci ed in a con guration le, and
exposed to the script layer by React Native framework [55].
2.2 Security Model in Resource Management

Sub-app permissiofhe app-in-app system uses the traditional
permission label assignment model to protect sub-app APIs. In

To enable native-app experience for sub-apps, each host app pro-particular, sub-app requests a list of sub-app permissions, which
vides a set of sub-app APIs for sub-apps to access diverse systemgovern the access to the sub-app APIs. If the sub-app APIs access
resources (such as the camera, microphone, Bluetooth, NFC, Con-sensitive system resources (i.e., protecteddaypgerou$7q permis-

tacts, photos). Also, the sub-app is cross-platform: it is typically
developed in script languages (particularly JavaScrigf) and
runs on both the Android and iOS version of its host app. These
features are ful lled by the host app through a cross-platform run-
time, calledsub-app runtimén this paper. Below, we summarize its
typical architecture, which we learned through reverse engineering
popular host apps (Table 1).

Figure 1 outlines a typical app-in-app architecture from the per-

sions on Android orentitlement§17) on iOS!) or sensitive host app
resources (non-system resources under host app's control, such as
user pro le, ID, gender managed by Wechat), a host app enforces
sub-app permissions for calling the sub-app APIs. For example,
Wechat de nes a sub-app permission nhamscbpe.record to pro-

tect its sub-app APWx.startRecord , which is used to record audio
using the phone's microphone. Note that host apps typically do
not intend to protect less sensitive system resources, i.e., those

spective of resource access. Speci cally, the host app consists of a protected only by Androichormal permissions or not protected by
sub-app layer, where all sub-apps live, and a sub-app runtime, where OSes.

a generic abstraction was provided for system and host app resource

Isolation Each sub-app has its unique ID assigned by the host

access. Sub-app runtime bridges sub-app API calls (in JavaScript)app. Sub-app cannot access resources of the OS, host app, and other

into the native layer (in Java on Android, and Objective-89
or Swift [4( on iOS) of host apps. The native layer then enforces
home-grown permissions of the host app (a.ksub-app permis-

native apps and sub-apps without going through an authorized
channel provided by the host. Each sub-app has a unique data
storage, managed by the host app.

siong, and either accesses host resources or calls corresponding Sub-app vettingLike traditional app stores, all sub-app stores

system APIs to access system resources.

Speci cally, in the script layer, invoking a sub-app API (e.g.,
connectWiFi) will trigger an Encapsulation lipwhich then calls a
native function (e.g.dispatcher.dispatch(‘connectWiFi") ) to
bridge the control ow into native layer. Particularly, we found two
common bridge techniques adopted by host apps, WebVigdy [
and React Natived5. To use Webview, a host app leverages a
WebView APladdJavascriptinterface(obj, “dispatcher')
to expose a native objedbj aliased "dispatcher' to the script layer;
its dispatchfunction is then accessible in script layer, as mentioned
above. Given each sub-app API, tispatchfunction invokes the
corresponding native-layer libraries to check sub-app permission

in our study also require a sub-app to be reviewed before being
published. The sub-app vetting process consists of risk assessment,
along with additional criteria, to determine whether a sub-app
violates user privacy or data security requirements. Examples of
the security requirements include any sub-app shall not request
or induce users to enter the host app's user ID and passwo8fk [

and user data collected via a sub-app may not be sold, transferred,
traded, or disclosed [51].

2.3 Comparison with Existing App
Encapsulation Systems

and access resources. To use the React Native bridge, the majorSimilar to the app-in-app system, other approaches can also encap-

di erence here is how to expose the native object to script layer:
dispatcher object's class in the native layer, nameDBispatcher ,
must inherit an InterfacdReactPackagef React Native framework;

3

sulate an application to run in the execution environment provided

liosentitiementsvhich confer security permissions and capabilitietl], are strictly
protected by Apple and must be explicitly declared and vetted [108].



Table 2: Comparison with existing app encapsulation sys- has its own rich functionalities (e.g., mobile wallets, messaging,
tems (O: Not Supported; ©: Partially Supported; @: Fully Sup- see Table 1), which are often shared with the sub-apps. For exam-
ported). ple, e-commerce sub-apps (e.g., Amazon, Pinduoduo) leverage the
host's built-in wallet feature for convenient payment process (see

<
g Section 3.2). In our study, we found that such interactions (between
% - the sub-app and the host app) actually exposes a new attack sur-
Lol 3] o face (Section 3.2). Also, the upper limit on the number of sub-apps
§7 £ ;E: & that can run concurrently on an app-in-app platform is public and
E J§ w § § xed (8 in Chrome, 5 in Wechat, 4 in Alipay): whenever the limit
5|8 § o | £ is reached, the host has to terminate a sub-app in order to launch
2l 8|2 |8 a new one. This feature, which does not exist in other systems
System Features < | < m o < ) X ) )
Sub-app APTecosystem | | o | o | © | @ can be abused for deception attack, as discovered in our research
for system resource access (Section 3.3).
The host has rich functionalities] olo| e ol e

apart from hosting

Mandatory olo!l o ol e

sub-app destruction

y: supported by HTML5 API, which is standardized by W3C and thus much easier to
manage than sub-app API.

2.4 Adversary Model

We assume the host app is benign, which aims to provide a secure
environment to run sub-apps. On the victim's Android or iOS de-
vices where at least one app-in-app system is used, we consider
an adversary with his malicious agpor sub-app installed. Note

by another app. A prominent example is AndroRlugin framework that, none of our attacks requires the victim to install both. In
(e.g., Parallel Spac@d, DroidPlugin [15, and VirtualApp [2§), Section 3, we show that such malware can successfully pass the
an app virtualization technology through which a host" app can  vetting of popular sub-app stores, Google Play, third-party app
load other Android apps (called plugin apps) from their APK les  stores, etc. The malware sample does not have system privilege and

to run in the host's own processl[11 113. This is done through in some of our attacks may need to ask for a set of common permis-
wrapping the system APIs for invoking plug-in apps, which share  sions from the users (e.g., Android3EAD_EXTERNAL_ST@RAGE
the host's UID and permissions during their executiorg®[111. WRITE_EXTERNAL_STQRé&g&Rding on speci ¢ attacks. Such
Also mobileapp sandboxinge.g., Boxify #7, and NJAS §0) is permissions are extensively requested by popular apps such as

another way to virtualize apps. The idea is to encapsulate untrusted Facebook, Gmail, and Pinterest. Therefore, we believe that claiming
apps in a restricted execution environment within the context of  them by the malicious app will not arouse obvious suspicion.

a trusted sandbox app, which provides an emulation layer to ab-

stract the underlying OS and interposes all interactions (e.g., sys- 3 DESIGN CHALLENGES AND PITFALLS

tem calls, binder IPC) between the untrusted app andthe @& [ |n this section, we report our security analysis on resource manage-
Other app-encapsulation solutions inclugowser extensiéie.g..  mentin app-in-app systems. Our research shows that all app-in-app
AdBlock [8], EditThisCookie [6]), where a small program cus-  systems we studied, including Wechat, Alipay, TikTok, Chrome,
tomizes a web browser with the support of HTMLS (for controlled  safari, etc., are subject to various APINA aws, leading to seri-
system-resource access) and extension APIs (for browser-resourceoys exposure of system resources and new deception attacks. More
access) 13, and PhoneGap apps (or HTMLS based mobile apps)speci cally, the security analysis has been systematically performed

where a middleware framework (e.g., PhoneGag[ Cordova L], by assessing two general categories of resources, system resources
lonic [19) is used to allow the developer to create mobile apps  accessible through system APIs and user interfaces. For each re-
using web technologies [31, 86]. source, we looked at the security policies that should be in place,

Table 2 compares the above solutions with the app-in-app system, the mechanism that enforces the policies and the user interactions
in terms of their security implications. As we can see here, unlike jth security implications.

the app virtualization based Plugin framework and app sandboxing,

the app-in-app platform builds up its own APl ecosystem (i.e., sub- 3.1 System Resource Exposure
app APIs) for sub-apps to access system resources, which entails
non-trivial e orts to de ne and maintain its security model, such as

the sub-app API permission policies. Such policies are standardized
for HTML5 APIs used by browser extensionsJ3, but are ad-hoc,
opaque and often inadequate for the sub-app APIs that are much
more powerful and access more sophisticated system resources
than HTMLS5, thereby opening new attack avenues (see Section 3.1 EScaped sub-app APL Sub-app APIs are protected by sub-app

and Table 7 in Appendix). Furthermore, compared with other solu- Permissions, which are supposed to be consistent with the permis-
tions dedicated to application encapsulation, the app-in-app host Sions required by the OS when using the relevant system APIs they
wrap. For example, since the OS requires permissions to use its

Sub-apps access system resources through sub-app APIs (Section 2.1).
However, for the host, as a third-party app, constructing sound sub-
app API permission policies that govern system resources entails
challenges that are unexpected before. As a result, sensitive system
resources are often unwittingly exposed to unauthorized sub-apps.

2Browser extension is di erent from the deprecatégtowser Plugiarchitecture [L4). —

Browser Plugiis generally not considered as an encapsulation system since the plugins  3In this paper, we use the termppandnative appinterchangeably. Also, although the
are independent executables and their access to system resources are not encapsulatedhost app is a native app itself, the terappor native appn this paper always refers to
by the browser. an app that is not a host app for ease of presentation.
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documentation 7§ may introduce the misconception that declar-
ing Manifest.permission. CHANGE_WIFI_STATESu cient for
Wi-Fi scan. Similar misguidance also appears on the Android doc-
umentation forBluetooth scan, etc., and has likely caused other
escaped sub-app ARIs found (Section 4.3).

Another observation of our study is that, since sub-app API
is designed to be cross-platform (Section 2.1), the e ort to build
audio recording APISRECORD_AUM®permission on Android sub-app API permission policies that comply with all OSes has
andMicrophone Usagé¢42 entittement on iOS), the sub-app APl been complicated by the inconsistency between Android and iOS
to record audio (e.gwx.startRecord in Wechat) should also be in resource protection. Considdluetooth scan as an example:
protected by a sub-app permission (e.g., by sub-app permission the Android APIBluetoothLeScanner.startScan requires the
scope.record in Wechat). However, in our study, we found the  dangerougocation permission, while iOS does not. Such a dis-
inconsistency in permission requirement between sub-app APl and crepancy likely causes confusion in app-in-app design which is
system API, indicating that the host fails to create the correct per- typically built for both OSes with uniform security policies. When
mission policies that govern sub-app API for system resource access. this happens, we found that the app-in-app designer tends to leave
As a result, certain sub-app APIs, that wrap permission-protected the related sub-app APl unprotected. For example, the sub-app APIs
system APIs, are completely open to any sub-apps without requir- for Bluetooth scan are not protected in multiple host apps (e.g.,
ing a sub-app permission, exposing sensitive system resources. We wx.getBluetoothDevices in Wechat). Actually, the di erence in

Figure 2: Misleading Android documentation

name such unprotected sub-app AB3caped sub-app ARhd the policy-level protection could result from an additional security
problemSystem Resource Exposure guard put in place by the OS, which is unaware to the app-in-app
An example discovered in our research is the unprotected Wechat designer. For example, combining togettgignal Strength and
sub-app APMWx.getWifiList that performsWiFi scan, a capa- Device ID of nearby Bluetooth devices reveals geo-locatio8g [
bility protected by the underlying OSes against user location leak, On Android the pair is returned together by the abo®tuetooth
e.g., through arentittementHotspot Helper on iOS anddanger- scan API BluetoothLeScanner.startScan , which thus needs a

ouslevellocation permissions ACCESS_COARSE_LOCHAWON permission check; on iOS, however, the pair has been partially ob-
ACCESS_FINE_LOCAT®ANdroid. This exposes the/iFi scan fuscated Device ID is randomized), and is thus unprotected. We
capability to sub-apps, leaking out user location to them. Note suspect that the inconsistency, as observed on capabilities/resources
that a high-pro le host app (e.g., Wechat) is typically granted the  Wi-Fi scan, Wi-Fi connect, iBeacon, etc. is likely responsible
location permission and many other permissions due to its rich  for other escaped sub-app ARIs discovered (see Section 4.3).

functionalities (see Table 9 in Appendix). As a result, through the  piscyssion. Android 6.0 (API level 23) started to use a runtime
delegation, the host makes to the sub-app, escaped sub-app APlpermission model: a user grants permissions at the app's runtime,
e ectively opens a door for the adversary to gain unauthorized ac- \yhen permissions are requested (e.g., when the app launches or
cess to system resources. In additionvia.getWifiList , we found when the user accesses a speci ¢ featur&j[ In this scenario,
many other escaped APIs in popular app-in-app systems, a ecting \yhen anescaped sub-app Afies to silently access a resource,
diverse sensitive resources across iOS and Android (Section 4.3). the host may have not been granted a permission to access that

Looking into the possible root causes, we found that itis very - yesource, thus a permission will be explicitly required. However,
challenging for an app-in-app system to soundly de ne sub-app  the OS' permission granting window will show to the user that
API permission policies that comply with the OSes in governing sys- it is the host app, who requests the permission, not the sub-app.
tem resources, due to the incomplete knowledge about permission ;g misleading request may lead to the wrongly inherited trust
checks that happen at related system APIs. Speci cally, 0 cial API- - 5550ciated with the hosts, and make users grant the permission
permission maps for both Android and iOS have never been made jhappropriately. This is also the case on iOS when a permission
public. Although several prior attempts3p, 45 46 56 have been  yindow pops up to con rm the host's access to a resource.
made to automatically map Android APIs to their required permis- Furthermore, Table 9 in Appendix lists all Androiangerous
sions, we found that the prior results are incomplete (Section 4.3) permissions and iO8ntitlementsequested by the vulnerable hosts
and highly likely to introduceescaped sub-app ARflthey are used right after launching. It shows that the hosts proactively request
to design a sub-app permission system. Consider the above exam-pgcessary permissionatitlementsven before accessing any spe-
ple of WiFi scan: recent results 85 4§ (on Android AP1 level 25) ¢ ¢ features, due to usability consideratior®p]. Those capabilities
report that a related Android APWifiManager.getScanResults of the hosts will always be stealthily delegated to the sub-app via
requires just anormal permissionACCESS_WIFI_STAGE fail escaped sub-app APIs, which present serious risks.
to mention thatdangerougpermissionjocation , is also required
(required since Android API level 238()). Further, Section 4.3 re-
ports moreescaped sub-app APIsssibly caused by the incomplete
API-permission maps.

Such API-permission mapping information has also not been
well recorded by the developer documentation. We found that such
documentation can be misleading or confusing. Again let us use
Wi-Fi scan as an example: as shown in Figure 2, the Android
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Attacks and vendor acknowledgements . We implemented an
attack sub-app which ran in Wechat v6.7.3 to steal user's location on
both Android and iOSThe attack sub-app utilized Wechatcaped
sub-app APivx.getWifiList to performWi-Fi scan and sni er

the surrounding Wi-Fi access points. The scan results included sen-
sitive information, i.e.BSSIDSignal Strength andDevice ID of
nearby Wi-Fi access points, which enabled to infer the geolocation



(a) Real Prominent Ul (b) Fake Prominent Ul
Figure 3: Safari's Prominent Ul confusion on iOS

of a user B7. This attack sub-app successfully passed the vetting
of Wechat sub-app store and ran on both iOS and Android versions
of Wechat. Note that, our attack sub-app has less than 200 lines of
code, which indicates that it is cost-e ective for the adversary to
develop APINA aws malware in the wild. Besides, we successfully
built attack sub-apps in other host apps, e.g., Alipay, DingTalk, etc.,
and reported the problems to all a ected host-app vendors. They
all acknowledged the problem; in particular, Wechat and Alipay
awarded us through bug bounty programs for this aw.

3.2 Sub-window Deception
Another unique app-in-app feature is the functionality-level inter-

(a) Authentic wallet Ul (b) Bogus wallet Ul

Figure 4: Mobile wallet Ul confusion

Speci cally, Web App is designed to embrace out-of-scope brows-
ing [104 and let users freely navigate to other Web domains for
services, such as login through Facebook/Google (a.k.a., 854, [
payment through PayPal, etc. The problem is that, when a victim
user navigates out of scope, e.g., to Facebook login page, a mali-
cious Web App can actually navigate to an in-scope phishing page
imitating Facebook, showing a bogus Prominent Ul (as if shown by
the browser) to misleadingly inform the victim that she is on a real
Facebook domain (Figure 3b). In this way, the malicious Web App
can collect victim users' secrets such as Facebook passwords.
We call this problenSub-window Deceptionsub-windowmeans
part of a window. Prior phishing attacks in browsers explored
how a webpage can go full screen and spoof the address har [
2]; as another instance of mobile browser Ul attacks, our attack
complements the prior understanding, by exploiting Prominent

actions between the host and sub-app. For this need, the host does Ul the counterpart of address bar in the context of native app-

not fully isolate itself from sub-apps, which unwittingly introduces
new attack surfaces and high spoo ng risks against host-app Ul.

Browsers' Prominent Ul confusion. To bring a native app-like

experience, Safari on iOS and Chrome on Android open each sub-

app (i.e., Web App, Progressive Web App, or PWA) in an entire
dedicated window separate from the browser window just like a
native app B4 78 without any browser Ul such as the address
bar. Web App is programmed with JavaScript and HTML, but must
meet certain standard6g. With user con rmation, the browser
can install a Web App to the phone's home screen (through an
APK 69 package created by Chrome, oVdeb Clip[44] created
by Safari). Such Web App takes the full screen if standalone" or
fullscreen"is speci ed in itsmanifest le. Each Web App is clearly
associated with speci ¢ Web domain when installed. When the user
navigates to out-of-scope URL (i.e., of di erent origin) in a Web
App, the browser displays a Prominent Ul a banner at the top of
the screen (Figure 3a) showing the origin and secure connection
status due to the lack of address bar. According to Web App
documentation §7], users rely on such Prominent Ul to be aware
when they navigate out of scope, an important security notice.
Based on a studyq7], mobile phishing attacks tend to happen

like Web App. Note that, address bar di ers from Prominent Ul

in design: based on the Web speci catioh@q, browsers should
provide a means of exiting fullscreen that always works and advertise
this to the user[104, so users can see theal address bar when
they want (although browsers may not implement this protection
properly [89); Web App users, however, lack practical mechanisms
to verify the authenticity of Prominent Ul today. This attack applies

to general Web App on both iOS and Android: we reported it to
W3, Apple, Google, Firefox, and Opera, which all acknowledged
the importance of the problem.

Mobile Wallet Ul confusion. Wechat and Alipay both feature
mobile wallets, which can be leveraged by e-commerce sub-apps
to provide users a convenient payment process. Amazon sub-app,
for example, after a user clicks its checkout with Wechat wal-
let button, will invoke a sub-app API (e.gwx.requestPayment

in Wechat) to trigger the host's wallet; the host then reclaims a
central portion of the screen from the sub-app, to show its wallet
Ul (highlighed in Figure 4a), for the user to enter her wallet pass-
word and nish the payment. Such a context can condition users
to re exively provide wallet passwords at checkout, and therefore
presents a practical spoo ng target. Speci cally, when a victim user

when users become accustomed to familiar, repeated contexts. More clicks the check out" button in a malicious e-commerce sub-app, it

speci cally, if users frequently encounter legitimate context, they
will become conditioned to re exively respond to it. Here, the cur-
rent design of Web App conditions users to see the Prominent Ul in
out-of-scope navigation, which we found poses a spoofable context.
6

can show a bogus wallet Ul (Figure 4b) to collect the user's wallet
password, instead of invoking the real wallet.

4We do not provide the link to our report for anonymization purpose
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